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Victims receive messages from unknown
10- digit numbers with short links promising
high returns or investment opportunities

9 LINK TAKES YOU TO WHATSAPP GROUP

<

Group info :

Y707-5paisa Capital Titans —
Spaisa
Group - 28 mambeors

) /) This group Is a stock investment group

established by Spaisa Capital Limit... Read more

The link redirects victims to a whatsapp group

INDIA TELECOM

PORTFOLIO vALUE

¥ 12,75,000

+¥3,25,000 (34.28%)

+91 70096 40814

The team's institutional capital strength and
purchase price channel advantages ensure
that the success rate of the entire investment
plan is nearly 100%

~ Ojasvin Pandey

212 pm

S ~ Suresh Shetty +91 83549 76927
Is there still hope that our market will
resume its long term upward trend?
2:15 pm
K ~ Kumar Venkatesh lyer +91 79865 72334

Don't have overly high expectations for the
short term. The market is still in a long term
downtrend and could enter a new round of

consolidation at any time 2:18 pm

Scammers pose as fake admins, so-called professors, and dummy users to
create a false sense of credibility.
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o THEY SHOW FAKE APP & HIGH RETURNS

@ High Returns

Guaranteed
Towl Balance
¥ 5,35,000 @ Low Risk
 22.35.000 (78%) Investments
Al Timo Profit o Daily Profit

Updates

@ Consistent
®© & O Growth

Iavest  Portfolio Support

Dummy users share fake profit screenshots to lure victims into
investing. Admins share fake investment apps and
dashboards with promises of high and consistent returns.
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9 VICTIM INVESTS HIGH AMOUNT
/

Amount
% 5,00,000 ___@
Rupees Fivo Lakh Only
To
DIRECT A/C
YOO XXXX 1234

Believing the fake profits and testimonials, victim invest large amount
of money through bank transfers or UPI

4

@ THEY SUFFER HUGE LOSS

Withdrawal
Failed

Your withdrawal
request could not
be processed.

Victims keep investing until they attempt to withdraw their money.
Scammers then demand repeated charges, leading to realization of fraud
and significant financial loss.

KEY WARNING SIGNS

Receive SMS/RCS/online messaging platform with links from unknown

numbers.

Promises of high returns with little or no risk.

Fake screenshots of profits by dummy users with fake success stories.

Sharing APK files or links to unregistered investment platforms.

Requests to transfer money to personal bank accounts, UPI IDs, or

digital wallets, etc.

portal

Verify bank details through Trusted Contact Details from sanchar saathi

Verify stock trading apps of broker for verified label before downloading

from Google Play Store

Report suspected fraud at:
www.sancharsaathi.gov.in

If Fraud has already occured:

Sanchar Saathi Mobile App
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Report at cybercrime.gov.in or call 1930

Based on Cyber Fraud Trends,
advisory is issued in public interest

Dated: 14.05.2026

AR fdumT /Department of Telecommunications
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