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BEWARE OF

JUMPED DEPOSIT ALERT
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Protect Your Funds from Deposit Scams.

How jumped deposit scam happens

UNEXPECTED
CREDIT

"SENT BY
MISTAKE" CALL

FAKE REFUND
REQUEST

Messages
BANK ALERT 0
%50 credited

from unknown UPI

ncoming call... Sent by Payment Request
mistake! YoU GOT from: refund.help@upi
‘ ?50 AMOUNT

75,000

Who sent Unknown ASKED It'sa
this? . +91 98XXXXXXO01 u "
Return it ?5'000 Note: "Refund ¥50 TRAP
Now!

PAY DECLINE

A stranger sends a small
amount - 210, 50 or more - to
your bank account through
UPI.

The caller claims the money
was sent by mistake and
urgently asks you to return it.

A UPI collect request arrives
for a much larger amount,
disguised as the "refund".

REPORT

e MONEY STOLEN IMMEDIATELY

Enter UPIPIN Bank Account
Paying 5,000 DEBITED

-%5,000

Balance left

Cyber Helpline

1930

cybercrime.gov.in

INFORM
BANK Actin the
° golden hour

=

You enter your UPI PIN
thinking you are returning the
money. That approves the
larger payment.

The fraudster keeps the
difference and quickly moves
it through multiple accounts.

Tell your bank at once, then
call 1930 or report at
cybercrime.gov.in so the
case can be investigated.

Never share your bank details for DEPOSITING funds.
Verify all requests before TRANSFERRING money.

Always confirm the source of any deposit request through official channels before proceeding with any transaction.

Key warning signs

@ Unsolicited deposit requests Demands for immediate fund transfers
n Requests for sensitive account details Use of unfamiliar payment links

Pressure to act without verification

| What you should do

VERIFY

Check bank contact
details

Verify your bank's details
through Trusted Contact
Details on the Sanchar Saathi
portal — not from a call, SMS or
link.

REPORT ON CHAKSHU
Suspected fraud call,
SMS or WhatsApp?

Report it through Chakshu on
the Sanchar Saathi portal.

sancharsaathi.gov.in

Get the Sanchar Saathi mobile app

Scan the QR code for your phone, or search “Sanchar
Saathi” — published by the Department of

Telecommunications.

ALREADY LOST MONEY?
Call the Cyber Helpline

Google Play Apple App Store

Department of Telecommunications

Based on cyber fraud trends, this advisory is issued in public interest.




